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(54) Tide: SYSTEM AND METHOD FOR SYNCHRONIZING ELECTRONIC MAIL ACROSS A NETWORK 
(57) Abstract 

A system (800) includes an e-mail engine which uses a proper 
protocol to retrieve an e-mail (875) from a first mail store (850) 
and to store the e-mail (875) in one or more folder structures (138, 
140, 142, 144). Upon request, the first mail store (850) may send 
configuration data indicating the proper protocol to the e-mail engine, 
which can then property configure itself. An e-mail synchronization 
module (885) uses a predetcnmined criterion to determine whether 
the e-mail (875) was previously sent and whether to synchronize 
the e-mail (875) with a second mail store (895). The e-mail 
synchronization module (885) may also synchronize the e-mail to 
specified folder structures. The second mail store (895) may be 
located on a global serC^er (830), which upon proper identification 
and authentication provides roaming users (805) widi access to its 
contents. A communications module establishes a communications 
channel through any firewalls (880) with the second mail store. A 
web engine (890) sends the e-mail via the communications channel 
to the second mail store (895). 
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SYSTEM AND METHOD FOR SYNCHRONIZING ELECTRONIC MAIL ACROSS A 

NETWORK 

BACKGROUND OF THE INVENTION 

1. Field of the Invention 

This invention relates generally to computer networks, and more particularly 
the present invention provides a system and method for synchronizing electronic 
mail across a computer network. 

2. Description of the Background Art 

Data consistency is a significant concem for computer users. For example, 
when maintaining multiple independently modifiable copies of a document, a user 
risks using an outdated version. By the time the user notices an inconsistency, 
interparty miscommunication or data loss may have already resulted. The user must 
then spend more time attempting to reconcile the inconsistent versions and 
addressing any'miscommunications. • 

The problems of dafta inconsistency is Exacerbated' when copies of a 
document are inaccessible. For exaniple, when multiple copies of a*document are 
maintained at different network locatidns, network sequrity systems such as 
conventional firewall technology corrlpromise data accessibility.; That is. a user may 
have access to only a particular one of these network locations. Without access to 
the other sites, the user cannot confirm that the version on an accessible site is the 
most recent draft. ' 

The problems of data consistency and accessibility arise in the area of 
electronic mail (e-mail). For example, a u&er might maintain an e-mail database at 
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work. Based on the security systems implemented by the work intranet, the user 
may not be afforded access to the database and thus cannot read or respond to the 
e-mails until returning to work. Further, a traveling user cun-ently working at a 
remote terminal may not have the necessary dedicated application programs to pass 
the intranet security. Still further, when maintaining several sites, the traveling user 
is burdened to maintain a record of all procedures and passwords to overcome the 
security system at each site. 

These problems are further exacerbated when using e-mail programs from 
.different vendors and which implement different protocols. For example, the 
Netscape Navigator™ e-mail client and the Outlook Express™ e-mail client each 
manage e-mail across computer networks. However, each e-mail client uses 
different formats, stores e-mails in different files and implements different protocols. 
Thus, the.e-nriails are not readily interchangeable. 

Therefore, a system and method are needed for providing users with e-mail 
consistency and accessibility across a computer network. 

SUMMARY OF THE INVENTION 

... - 

The present invention provides a system including an e-mail engine for using 
the proper protocol to retrieve an e-mail from a first mail store. That is. the e-mail 
engine and the first maij store implement the same protocol, e.g., the Post Office 
Protocol (P0P3), to communicate there between. Upon request, the first mail store 
may send configuration data indicating the proper protocol to the e-mail engine, 
which can then properly configure itself. 

The system further includes an e-mail synchronization module which uses a 
predetermined criterion to determine whether to send the e-mail to a second mail 
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Store. For example, the e-mail synchronization module need not send an e-mail to 
the second mail store if the e-mail was previously sent. The second mail store may 
be located on a global sender, which upon proper identification and authentication 
provides roaming (traveling) users with HTML access to its contents. 

The system further includes a communications module for establishing a 
communications channel with the second mail store. If the second store is protected 
by a firewall, the communications module is authorized to establish a secure 
communications link through 'the firewall with the second store. The system still 
further includes a web engine for using the HyperText fr"ansfer Protocol (HTTP) to 
send the e-mail via the comniunlcations channel to the second mail store. The 
system may be stored on a computer-readable storage "medium. 

Another system which embodies the present invention can be broadly 
described to include means for retrieving an e-maiffrom a first mail store, means 
coupled to the retrieving means for using a predetermined criterion to determine 
whether to send the e-mail to a second mail store; means^dbupled to the using 
means for eslablishing a communications channel with the second mail store, and 
means coupled to the establishing means for sendfng the e-mail to the second mail 
store. 

Similarly, a methoH which enfibodies the present invention includes the steps 
of retrieving an e-mail from a first mail store, using a predetermined criterion to 
determine whether to Send the e-mail to a second mail stor^e. establishing a 
communications channel with^he second* mail store! and sending the e-mail to the 
second mail store. 

-3- 
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The system and. method advantageously use a trusted third party to enable 
synchronization of electronic mail across a network. Accordingly, a user who 
maintains for example a work site, a home site and the global server site can 
synchronize e-mails among all three sites. The roaming user thus can access and 
reply to e-mails while away from the addressed site. Because the system and 
method operate over the Internet, synchronization can occur over any distance. 
Since the system and method include fomiat translation, merging of e-mails between 
different application programs and different platforms is possible. Further, because 
synchronisation is initiated from within the firewall and uses commonly enabled 
protocols such as HyperText Transfer Protocol (HTTP), the typical firewall which 
prevents in-bound corrimunicatiqns in general and some outbound protocols does 
not act as an impediment to e-mail synchronization. Also, since the user's 
preferenqes nifiy be previously set, the present system and method may operate 
unattended by the client user. 
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BRIEF DESCRIPTION OF THE DRAWINGS 
fIg. 1 is a block diagram illustrating a computer network in accordance with 
the present invention; 

FIG. 2 is a block diagram illustrating details of a FfG. 1 service server; 
FIG. 3 is a block diagram illustrating detailis of the FIG. 1 desktop computer; 
FIG. 4 is a block diagram illustrating detail's of a FIG. 1'base system; 
FIG. 5 is a block diagram illustrating details of th'e FIG. 1 synchronization 

agent; 

FIG. 6 is a graphical representation of an exarrlple bookmari< in the global 

format; 

FIG. 7 is a flowchart iflustrating a method for synchronizing multiple copies of 
a workspace elernent in a secure network; 

FIG. 8 is a block diagram illustrating a cdmputer network in accordance with 
the present invention; 

FIG. 9 is a block diagram illustrating details of a FIG. 8 client; 

FIG. 10 is a block diagram illustrating details of the FIG. 9 base system; 

FIG. 11 is a block diagram illustrating details of a FIG. 8 global sen/er; 

FIG. 12 is a block diagram illustrating details of the FIG. 8 synchronization 

agent; 

FIG. 13 is a block diagram illustrating details of the FIG. 8 remote terminal; 

FIG. 14 is a flowchart illustrating a method for synchronizing electronic mail in 
a computer network; and 

FIG. 15 is a flowchart illustrating a method for accessing electronic mail from 
the global server of FIG. 8, 
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DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENT 
FIG, Lis a block diagram illustrating a computer network 100, comprising a 
•first node such aa a remote computer temninal 102 coupled via a communications 
channel 104 such as the Internet to a global server 106. The global server 106 is in 
tum coupled via a Qommunications channel 108 such as the Internet to a second 
node such as a Local Area Netvyork (LAN) 110, The global server 106 is protected 
by a global firewalM12. and,the LAN 110 is protected by a LAN firewall 114. 

The LAN 1 10 includes a system bus 126 coupling the LAN firewall 1 14 to an 
e-mail sa^er 128 having an e-mail folder 138 containing e-mails, to a file sen/er 132 
having a file folder 142 containing files, to a calendar server 130 having a calendar 
folder 140 containing calendar data, and to a desktop computer 134 having a web 
browser 152 and a bookmark folder 144 containing bookmarks. It will be 
appreciated that the e-mail folder 138. file folder 142, calendar folder 140 and 
bookmark folder 144 or portions thereof may be stored at different locations such as 
on the desktof^computer 134, The e-mail folder 138, file folder 142, calendar folder 
. UOand .bqojOTark folder 144 are exemplary, grouped by like information and are 
' collectiM%ly:refejTed4o-,h^r-ein as, "workspace data" 136. Those skilled in the art will 
recogniz^thatfthe,vyorksp$ice data J 36 may include other types of data such as an 
application prograni-such as Micrg^oflWord 6.0.1 and the documents created using 
them. ' It will be further appreciate.d Jhat the e-mail folder 1 38. file folder 1 42. 
calendar folder 140 and bookmark, folder ,144 may each be divided into workspace 
elements.rwherein each workspace element folder or each workspace element 
individually is identified by particular version infomnation 255 (described below with 
reference to FIG. 2). Accordingly, each e-mail or e-mail folder, file or file folder. 
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calendar or calendar folder, bookmark or bookmark folder, document or document 
folder, etc. may be referred to as "a workspace element'" 

Each workspace element of workspace data 136 in LAN 110 is maintained in 
a predetermined format, referred to as Format A; which is^baSed on the service 
engine 245 (FIG. 2) that created it. For example.* the web browser 152 on the 
desktop computer 134 may be the Netscape 'Navigator™ web browser, and the 
bookmarks in the bookmark foldSr 144 created thereby are maintained in Fomnat A. 
Although Format A is being descfibeUas a single format, one skilled in the art knows 
that Format X actually includes a format for each infomriatibn type, e.g., there will be 
a Fonnat A for bookmarks, a Fomi'at A for fiiesra Format A for calendar data, a 
Fomiat A for e-mails, etc. 

The remote terminal 102 stores service engines T54 foirfnaintaining 
workspace data f16, which may include lnfomriati6nc6nrimbn>A/ith information in the 
workspVce data 136. The Workspade data 116 fs mainfainfed ih a format, referred to 
as Format B, which may be different from Format A*. Fomnat'B is also based on the 
service enginesM54 that create the workspad6 elements. For example, if one of the 
service engines 154 is the Internet Explorer™ web browser (not shown), then the 
bookmarks; (not shown) created fheVeWith are maintaihed'in Format B. Although 
' Forrriat B is being described as k single format, one skilled In the art knows that 
' Fonnat' B actually includes a formaffoY each information type. Further, the 
workspace data 116 aSso inclQ'de'S version information 15D similar to version 
infontiatibn 255 described below with reference to FIG. 2. - 

It will be appreciated thatTemote*'terminal-102 may include a smart telephone, 
a Personal Data Assistant (PDA)'such as the PalmPilot system by the 
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U.S.tRobotics. Inc.. a laptop computer, etc. As a smart telephone, the workspace 
data. 116 may include telephone numbers and e-mails. As a PDA, the workspace 
data 116 may include addresses, calendar data and e-mails. As a laptop computer, 
the workspace data 116 may include the same types of information as workspace 
data 136. 

The global server 106 acts as a third party administrator. The global server 
106 stores independently modifiable copies of selected portions of the workspace 
data 136 and 1,16, collectively referred to herein as workspace data 120. 
Accordingly, the workspace data 120 includes an independently modifiable copy of 
each workspace element in the selected portions of the workspace data 136 and 
116 and an independently modifiable copy of each corresponding version 
information 255XFjG- 2) and 150. The version information copies are collectively 
referred to herein as version infonnation 148, and are also described with reference 
to FIG. 2. 

The global server 106 maintains the workspace data 120 in a format, referred 
to as. a "global format." vyhich is selected to be easily translatable by the global 
translator 122 to and from Format A and to and from Fomnat B. Although the global 
. foniiat is being^described as a single format, one skilled in the art knows that the 
global format actually includes a global fomnat for each information type, e.g., there 
will be a globaj format for bookmarks, a global forrriat for files, a global format for 
calendar data, a global format for e-mails, etc. An example bookmark workspace 
element in the global fomnat is described in detail below with reference to FIG. 6. 

Network 100 further comprises synchronization means, which includes a base 
system 146 stored within the LAN 110 and for example on the desktop computer 

-8- 
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134. Network 100 further includes a synchronization agent 124 stored outside the 
LAN firewall 114 and preferably on the global server 106. The base system 146 and 
the synchronization agent 124 cooperate to synchronize selected portions of the 
workspace data 136 with selected portions of the workspace data 120. The 
synchronization means may synchronize workspace elements individually, e.g., 
specific word processor documents, or may synchronize workspace element folders, 
e.g.. a bookmark folder. Generally, the base system 146 manages the selected 
portion of the workspace data 136 within the LAN 1 10 and the synchronization agent 
124 manages the selected portions of the workspace data 120 within the global 
server 106. It will be appreciated that the global translator 122 cooperates with the 
synchronization means to translate data formats to and from the global fomnat. As 
described in greater detail below with reference to FIG. 4. the base system 190 
preferably initiates and controls data synchronization'. 

The synchronization means may also include, stored on the remote temiinal 
102, a base system 118 which operates 'in a simllar manner to the base system 146. 
The base system lis on the remote terminal 102 cooperates with the 
synchronization agent 124 to synchronize selected portions of the workspace data 
1 16 with selected portions of the worlispace data 120'. As described in greater detail 
below with reference to Fl<3: 4. the^ase systenh 118 on the remote temninal 102 also 
preferably initiates ahd controls data synchronization with the global server 106. 
Also, note that the distributioriofiabor between the base system 1 18 in the remote 
' terminal 102 and the synchronization agent '124 in thfe global server 106 may vary. 
Sometimes, primarily when the remote tenriinal 102*is a relatively less 
computationally powerful device {such as a smart phone or a PDA), most of the 
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actual.computationally intensive work will occur within the synchronization agent 124 
in the global server 106. In other situations, for example, when the remote terminal 
102 is a fully configured PC, most of the computationally-intensive work will occur 
locally on the base system 1 18 in the remote terminal 102. 

Accordingly, the synchronization means independently synchronizes the 
selected portions of workspace data 116 and 136 with the selected portions of the 
workspace data 120.. Thus, the synchronization means indirectly synchronizes 
workspace data 1 36 with workspace data 116. 

FIG. 2. is a block diagram illustrating details of a service server 200, wherein 
each of the ermail s.erver 145. the file server 150, the calendar server 155 and the 
desktop qomputer 160 is an instance thereof. Service server 200 includes a Central 
Processing Unit (CPU) 205,such as an Intel Pentium* microprocessor or a Motorola 
•Power PC® microprocessor. An input device 210 such as a keyboard and mouse 
^d an output device 215 sych as a Cathode Ray Tube (CRT) display are coupled 
via a signal bus.220 to CPU 205. A communications interface 225 (such as an 
Ethernet port), a data storage device 230 (such as a magnetic disk), and Random- 
Access Memory (RAM) 235 are further coupled via signal bus 220 to the CPU 205. 

An operating system 240 includes a program for controlling processing by the 
CPU 205, and is typically stored in the data storage device 230 and loaded into the 
RAM 235 for execution. A service engine 245 includes a program for perfomning a 
particular service such as maintaining an e-mail database, a file database, a 
calendar database or a bookmarks database. The service engine 245 may also be 
stored in the data storage device 230 and loaded into the RAM 235 for execution. 

-10- 
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To perform"a service, the service engine 245 creates sen/ice data 250 (e.g., 
an e-mail or an" e-mail folder 138 containing e-mails, a file or a file folder 142 
containing files, calendar data or a calendar folder 140 containing calendar data, a 
bookmark or a bookmark folder 144 containing bookmarks, etc.) in Format A 
according to predetermined protocols. The service engine 245 stores the data 250 
in the data storage device i50. The service data" 250 includes version information 
255 indicating the date and time df the last nrrodification and the status as of the last 
interaction with the global server 106. 

For example, if service data 250 is created and selected to be merged with 
global server w/orkspace data 120. then thfe version information 255 for the service 
data 250 may include the date of last modification "and a null set indicating the status 
as of the last interaction with the global sen/e'r t06. F'rdm the version infom^ation 
255^ the base system 146 detennines that the Service data 250 in its entirety has not 
been merged with the global server vvorkspate data l'20.-= SFriiilarly. if the sen/ice 
data 255 includecl elements 1.2 artd'3 ks ohhe last- modification, then the previous 
status as of the last interaction will indicate that the service data 255 included 
elements 1. 2 "and 3. If the service d^ta 255 currently includes elements 2, 3 and 4, 
then the base system 140 will deter-mine that, since 1a^t synchronization, element 1 
has been deleted and element 4' has been added. 

it will be appreciated that the version information 148 on the global server 106 
includes infomnatroh similar to version infonnation 255: That is, the version 
information 148 vy/ill include information indicating the 'date and time the version was 
last modified and the status as of the last interaction with each client. The service 
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engine 245 operates to update the version information 255 after modifications are 
made and after synchronization occurs. 

FIG. 3 is a block diagram illustrating details of the desktop computer 160. 
which includes a CPU 305. an input device 310. an output device 315. a 
communications interface 325, a data storage device 330 and RAM 335, each 
coupled to.a signal bus 320. 

, / An operating system 340 includes a program for controlling processing by the 
• CPU 305, and is typically stored in the data storage device 330 and loaded into the 
RAM 335 for execution. A web browser 152 (i.e., a particular service engine 245, 
FIG. 2) includes a Fonnat A service program for managing bookmark folder 144 (i.e., 
particular service data 250. FIG. 2) which includes version information 350 (i.e., 

^ particular v.er^iqn infomriation 255, FIG. 2). The web browser 152 may be also 
Stored in the data storage device 330 and loaded into the RAM 335 for execution. 
, T^e tjooknisrk folder 144 may be stored in the data storage device 330. As stated 
above wj^th. reference to FIG. 1 , the base system 146 operates to synchronize the 
workspace. data 1 36 (which includes the bookmark folder 144) with the workspace 
data 120. The base^system 146 may be also stored in the data storage device 330 
and loaded intp^he RAM 335 for execution. 

FIG. 4 is a.block diagram .illustrating details of the base system 400, which 

exemplifies, base systems 146 and 118, Base system 400 includes a 
communications module 405. a user interface module 410. locator modules 415. a 
synchronization-start ("synch-start") module 420, a general synchronization module 
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425 and a content-basecl''synchroni2ation module 430: For simplicity, each module 
is illustrated as communicating with one another via a signal bus 440. 

The communications module 405 includes routines for compressing data and 
routines for communicating via the communications interface 325 (FIG. 3) with the 
synchronization agent 124 (FIG. 1). The communications module 405 may further 
include routines for applying Secure Socket Layer"(SSL) technology and user 
identification and authentication techniques (iVe.; digital cfertificates) to establish a 
secure communication channel thrbug>i the globat firewall 112. Examples of 
communications modules 405 may include TCP/IP Stacks or the AppleTalk® 
protocol. 

The user interface module 410 ihcfiidVs roUtirtes for communicating with a 
user, and may include a conventional GraphlcarUs'er Interface (GUI). The user 
interface module 410 cooperates with^the other sVsVem cornponents as described 
herein. 

The locator modules 415 include routines for identifying the memory locations 
of the workspace elements in the workspace data 136 or 1 '16 and in the workspace 
data 120. Workspace element memory location identification may be implemented 
using intelligent software/ i.e., preset' memory addresses or the system^s registry, or 
using dialogue boxes to query a'user.' More particularly, the locator modules 415 in 
the base system 146 determine the memory addresses of the e-mail folder 138. the 
Vile folder 142Vthe calendar folder 140 and th^-^bookrriark folder 144 and the memory 
addresses of the workspace elements ^th'ereih^ TheMocator modules 415 also 
determine'the corresponding memory addresses of the corresponding folders in the 
workspace data 120 and the corresponding workspace elements therein. Similarly, 
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the locator modules 415 in the base system 118 determine the memory locations of 
the workspace elements of workspace data 116 and the memory locations of the 
con-esponding workspace elements in the workspace data 120. 

It will be appreciated that the locator modules 415 may include locator 
modules 415 specifically dedicated to each folder or workspace data type. That is, 
the locator modules 415 may include a locator module 415 dedicated to locating 
bookmarks, a locator module 415 dedicated to locating e-mails, a locator module 
415 dedicated to locating files, a locator module 415 dedicated to locating calendar 
appointments, etc. It will be further appreciated that the locator modules 415 may 
perform workspace element memory location identification upon system boot-up or 
after each connmunication with the global server 120 to maintain updated memory 
addresses of workspace elements. 

The synchronization-start module 420 includes routines for determining when 
to initiate synchronization of workspace data 136 or 1 16 with workspace data 120. 
For example, the synchronization-start module 420 may initiate data synchronization 
upon user request, at a particular time of day. after a predetermined time period 
passes, after a predetermined number of changes, after a user action such as user 
logrpff or upon like criteria. The synchronization-start module 420 initiates data 
synchronization by instructing the general synchronization module 425 (described 
below) to begin execution of its routines. It will be appreciated that communication 
with the synchronization agent 124 preferably initiates from within the LAN 110, 
because the typical firewall 114 prevents in-bound communications and allows out- 
bound communications. 
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The general synchronization module 425 includes routines for receiving 
version information 148 for modified versions from the synchronization agent 124 
(FIG. 1), and routines for examining the version infomiation 255 or 150 against a last 
synchronization signature 435 (such as a last synchronization date and time) to 
determine which versions have been modified, the general synchronization module 
425 further includes routines for examining the version information 148 and the 
version information 255 or 150 to detemnine if one or both versions of a particular 
workspace element or workspace element folder have been nriodified. 

Further, the general synchronization module 425 includes routines for 
performing an appropriate synchronizing responsive action. Appropriate 
synchronizing responsive actions may'include, if only one version of a workspace 
element in workspace data 136 or 1 16 has been mociified. then fo^^farding the 

modified version (as the prefen-ed version) to the 'otfier store(s) or determining and 

• •■•*' ' ^ ' . ■ 

foHA/arding only the changes made. Computing the changes made may be 
performed by examining the current status against the previous status as of the last 
synchronization or by comparing the two versions. It' will be appreciated that no 
content-based review of the changes is needed. It will' be appreciated that one store 
preferably forwards only the changes to the other store for optimizing use of 
processor power and minimizing the data communications across the 
communications channel 108 or 104. 

Other appropriate synchronizing responsive actions may include, if two 
versions of a workspace element have been modified independently, then instnjcting 
the content-based synchronization module 430 (described below) to execute its 
routines. That is, if two versions of the same workspace element have been 
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modified independently, then a content-based review of the changes is preferable. 
Upon completion of the data synchronization, the general synchronization module 
425 updates the last synchronization signature 435. 

The content-based synchronization module 430 includes routines for 
reconciling two or more modified versions of a workspace element. For example, if 
a user has independently modified the original and the copy of a workspace element 
since the last synchronization, then the content-based synchronization module 430 
determines an approprigte responsive action. The content-based synchronization 
module 430 may request the user to select a preferred one of the modified versions 
or may respond based on preset preferences, i.e., by storing both versions in both 
stores or preferably by integratirig the modified versions into a single preferred 
version which replaces each modified version at both stores. 

' .The content-based .synchronization module 430 examines the changes made 
to each version and determines if conflicts exist. When implementing version 
integration, a conflict may arise if inconsistent modifications such as deleting a 
paragraph in one version and modifying the same paragraph in the other version 
have been made. If a conflict exists, then the content-based synchronization 
module 43Q attenaptslo reconcile the conflict, e.g.. by requesting user selection or 
by storing both veFs^ons at both, stores. Othenwise, if no conflict exists, then the 
content-based synchronization module 430. integrates the changes to each of the 
versions and updates the version infomnation 148, 150 or 255 accordingly. 

FIG. 5 is a block diagram illustrating details of the synchronization agent 124. 
which includes a .communications module 505 (similar to the communications 
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module 405 described above with reference to FIG. 4) and a general 

synchronization module 515 (similar to the general "synchronization module 425 

* ... 
described above also with reference to FIG. 4). 

The communications module 505 ihcTuides routines for compressing data, and 
routines for communicating via the communications channel *1tI8 with the base 
system 146 or via the communications channel tO^ with thetiase system 118, The 
communications module 505' may further include rbutines for'establishing a secure 
communications channel through the global fir6watl 112 and through the LAN 
firewall 114 with the "ddrnmunications module 405. 

' Similar to t>ie general syndirortizaffori module 425. the general 
synchronization module 515 includes rbutines'for examining the version information 
148 and the last synchronization signature 435 (FIG! "4) to determine which versions 
have been rhodified an^lhe changes made, ft will fffe appreciated that the general 
synchronization molule 515 ma"y mamtain its own last synchronization signature 435 
copy (riot shown) or may request the last synchronization, signature 435 from the 
base systerh 146 or 118. The g'en*6ral syrichrdnizatiofvmodlJle 515 further includes 
^ routines for fohA/arding workspace data'1 20 deterniirted to b§ modified to the general 
' synchronizatibn module 425, and routinesrfor receiving prefen-ed versions of 
workspace elements of workspade data'tSo ^or tl 6 or just the changes from the 
general synchronization modulfe 425. ' * ' 

FIG. 6 illustrates an example bookmark workspace element in the global 
format. The'gldbal translator 122 incbrporates all the information needed by both 
'fdrrfiats (Format A arid Format B) to create the'Global Format. For example, if a 

-17- 



BNSOOCIO- <WO_99CS620A1J_> 



wo 99/05620 



PCT/US98/14742 



bookmark in Format A needs elements X, Y and Z and a bookmark in Format B 
needs elements W, X and Y, the global translator 122 incorporates elements W, X, Y 
and Z to create a bookmark in the Global Fonnat. Further, the global translator 122 
incorporates the information which is needed by the synchronization means such as 
the last modified date. Accordingly, a bookmark in the Global Format includes a 
user identification (ID) 605, an entry ID 610, a parent ID 615, a folder ID flag 620, a 
name 625. a description 630, the Uniform Resource Locator (URL) 635, the position 
640, a deleted ID flag 645, a last modified date 650. a created date 655 and a 
separation ID flag 660. , 

FIG. 7 is a flowchart illustrating a method 700 for using a global translator 1 22 
to synchronize multiple copies of.a workspace element in a secure network 100. 

1 .Method JOO begins with the user interface module 410 in step 705 enabling a user 
/ to select workspace elements of workspace data 1 36 and 1 18 for the 

. synchfonization ,rneans .to synchronize. The locator modules 41 5 in step 710 identify 
the memory locations of the workspace elements in workspace data 1 36 and 116 
and the corresppndiog memory locations in workspace data 120. If a selected 
workspace element does, not have a corresponding memory location, such as in the 
case of adding a. new wp/Kspace element to the global sen/er 106. then one is 
.selected. The selected ;n^emory location may be a preexisting workspace element or 

• a new workspace element. ^As stated above, workspace element memory location 
identification may be implenriented using intelligent software or dialogue boxes. The 
general synchronization module 425 and general synchronization module 515 in 

• step 715 set the previous status of the workspace elements equal to the null set. 
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Setting the previous status to the null set indicates that all information of the 
workspace element has been added. 

The synchronization-start* rnodule 420 in step 720 detemnines whether 
predetemiined criteria have been met which indicate that synchronization of the 
workspace elements selected in step 705 should start. If not, then the 
synchronization-start module 420 In step 725 waits* and loops back to step 720. 
Otherwise, the communication's module 405 arid communications module 505 in 
step 730 establish a secure communrcations channel therebetween. 

The general synchronization module"425 and the general synchronization 
module 515 in step 735 determine whether any workspace elements have been 
modified. That is, the general synchronizatidn module 425 in step 740 examines the 
version infonriation 555 or 150 of each Selected' workspace element in the 
workspace data 136''6r' 1^6 against the' last synchronization signature 435 to locate 
modified wortepace ele'ments. This compar'fson may include comparing the date of 
last mbdificatibn with th^'daS^ of last synchronization', or may include a comparison 
betNA/een the current status and the previous* status as of the last interaction. 
"* Similarly Nhe genera! syncHronizatio module 5t5 exa>nirres the version information 
148 of eadh corresponding woiicgpabe element in workspace data 120 and the last 
synchronization signature 435 Id locate 'hnodified workspace elements. 

""^If in step 73'5 hb rhodifiell workspace elements or folders are located, then the 
general'synchrohizatibn "moddles 425'and" 51 5 in step 750 update the last 
synchronization signature 435 and method 700 ends: OthenA^ise. the general 
' synch rohizatioh module 425 in step 740 determines whbther more than one version 
of a workspace element has been modified since the last synchronization. 
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If only one version has been modified, then the con-esponding general 
synchronization module 425 or 515 in step 745 determines the changes made. As 
stated above, determining the changes made may be implemented by comparing 
the current status of the workspace element against the previous status of the 
workspace element as of the last interaction therebetween. If the changes were 
madQ only to the version in the workspace data 120, then the global translator 122 in 
step 750 translates the changes to the format used by the other store, and the 
general synchronization module 515 in step 755 forwards the translated changes to 
the general, synchronization module 425 for updating the outdated workspace 
element in the workspace data 136 or 1 16. If the updated version is a workspace 
element in the workspace data 136 or 1 16, then the general synchronization module 
425 sends the changes to the updated version to the global translator 122 for 
transl^itijpn and then to the general synchronization module 515 for updating the 
outdated ^yvorkspace element in the workspace data 120. The general 
synchronization module 425 and the general synchronization module 515 in step 
757 update the previous state of to reflect the current state as of this interaction. 
Method 700 then returns to step 735. 

If the general^ synchronization module 425 in step 740 determines that 
multiple versions have been modified, then the general synchronization module 425 
in step 765 computes the changes to each version and in step 770 instnjcts the 
content-based synchronization module 430 to examine content to determine if any 
conflicts ex}st For example, the content-based synchronization module 430 may 
determine that a conflict exists if a user deletes a paragraph in one version and 
modifies the §ame paragraph in another version. The content-based 
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synchronization module 430 may determine that a conflict does not exist if a user 
deletes different paragraphs in each version. If no cohfiicf is found, then method 
700 jumps to step 750 for translating and fonwarding the changes in each version to 
the other store. However, if a conflict is found, then th^ content-based 
synchronization module 430 in step 775 reconciles the modified versions. As stated 
above, reconciliation may include requesting instructions from the user or based on 
preselected preferences performing responsive actions such as storing both 
versions at both stores. Method 700 then proceeds to Step 750. 

It will be appreciated that in step 71 new workspace elements and 
preexisting workspace elements to which hew workspace elements will be merged 
are set to "modified" and the previous status is set to tl^e n'uli set. Thus, the general 
synchronization module 425 in step 740 will determine that more that one version 
has been modified and the content-based synchronization module 430 in step 770 
will determ'ine that no conflict exists. The changes ih each will be translated and 
fonwarded to the other store. Accordingly/the two versions will be effectively 
merged and stored at each store. ' ' 

For example, if a first bookmaffe folder was dr^ated by the web browser 1 52 
' on the desktop computer 134. a second folder waS created by a web browser (not 
shown) on the remote terminal lb2, no'preexistirig folder existed on the global 
server 106 and the user selected each of these folders for synchronization, then the 
synchronization means will effectwely merge' the first arid second folders. That is, 
the general synchronization mbdufe 42'5'ori the desktop computer 134 will detemnine 
that the first folder has been rhodified and the previous status is equal to the null set. 
The general synchronization module 425 will determine and send the changes, i.e.. 
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all the workspace elements in the first folder, to a new global folder on the global 
server 106. Similarly, the general synchronization module 425 on the remote 
terminal 102 will determine that, as of its last interaction, the previous status of each 
of the second and the global folders is the null set. The general synchronization 
module 425 will instruct the content-based synchronization module 430 to examine 
the changes made to each folder to determine whether a conflict exists. Since no 
conflicts will exist, the general synchronization module 425 will forward the changes 
to the global folder and the general synchronization module 515 will fonward its 
.changes to the^second store, thereby merging the workspace elements of the first 
and second folders in the global and second folders. The general synchronization 
module 515 will inform the general synchronization module 425 that the global folder 
has been modified relative to the last interaction, and will forward the new changes 
to the first folder. Thus, the first and second folders will be merged and stored at 
each .store. 

For a second example, the user may select an exemplary document in the 
LAN 110 to be synchronized. The general synchronization module 425 will forward 
the document to the global server 106. Similarly, the user may select the same 
document for synchronization on the remote terminal 102. The general 
synchronization module 515 will forward the document to the remote terminal 102. If 
changes were made to the documents independently, then the content-based 
synchronization module 430 will examine the content of the documents to determine 
if a conflict exists. If no conflict exists, then as described above, the general 
synchronization modules 425 and 515 will merge the documents. Othenwise, if a 
conflict does exist, the content-based synchronization module 430 will reconcile the 

-22- 



BNSOODD: <WO_990S62nAl_r_> 



wo 99/05620 PCT/US98/ 14742 

Changes and then the general synchronization modules 42^5 and 515 will fonward the 
reconciled changes to each other. 

FIG. 8 is a block diagram illustrating a computer network 800, comprising a 
Local Area Network (LAN) 810 coupled via a communications channel 815 to a 
computer network 820 such as the internet The computer network 820 is in turn 
coupled via a communications channel S25 to a global server 830, via a 
communications channel 835 to a remote terminal 805. and via a cornmunications 
channel 893 to an Internet Service Provider (ISP) mail server 894. The ISP mail 
server 894 is in turn coupled to another client 897. The global server 830 is 
protected by a global firewall 880. and the LAN 810 is protected by a LAN firewall 
870. 

The LAN 810 includes a network server 845 coupling the LAN firewall 870 via 
a system bus 855 to a client 840 and to a mail server 850. The mail server 850 
receives and stores in one or more folder structures client electronic mail 875 (e- 
mails) from the computer network 820 and address"ed"to the client 840. The client 
840 includes an e-mail synchronization system 860 for downloading client e-mails 
875 from the mail server 850 and storing them locally in one or more folder 
structures as' "downloaded e-mails 865." to communicate therebetween, the mail 
server 850 and the e-mail engine 965 must both use the same transmission protocol 
such as the third version of the Post Office Protocol (P0P3). the Vendor- 
Independent Messaging (VIM) protocol developed by'the Lotus Development 
Corporation, or the Messaging Application Program Interface (MAPI) protocol 
developed by the Microsoft Corporation. Each" e-mail in the LAN 810 is stored in a 
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predetermined format, referred to as Format A, which is determined by the e-mail 
engine 965 [FIG. 9) on the LAN 810 that downloaded it. 

it will be appreciated that, after being downloaded, the client e-mails 875 
corresponding to the downloaded e-mails 865 may be deleted from the mail server 
850. Jh§ e-mail synchronization system 860 further synchronizes the downloaded 
e-mails 865, the client e-mails 875 or possibly only the e-mails of a specific folder 
structure (e.g., a user's unanswered mail folder or joke folder) with the global server 
835. The e-mail synchronization system 860 is described in greater detail below 
vvith reference to FIG. 9. . 

, , The ISP mail server 894 and the client 897 operate in a similar manner to the 
mail server 850 and the client 840. Generally, the ISP mail server 894 receives e- 
mails from the computer network 820 which are addressed to the client 897. and 
stores them lojpally in one or more folder structures as "client e-mails 896." The e- 
mail synchronization system 898 of the client 897 uses an e-mail engine 965 (FIG. 
9)Jto downl9ac> client e-mails 896 and store them locally in one or more folder 
structures as "downloaded e-mails 899." The e-mail engine 965 of the client 897 
§tores,the e-mails In. Format B, which may be different than Fomiat A. The e-mail 
, synchronization system 898 then synchronizes the client e-mails 896, the 
-downloaded e-mails §99 or possibly the e-mails of specific folder structures with the 
global server 835. . ^ 

- Each e-mail, whether stored on the mail server 850, on the client 840, on the 
mail server 894 (described below) or on the client 897 (described below), may 
include a source identifier (e.g., a source address), a creation date, a date received 
by the mail server 850 or 894, and a date when downloaded to the client 840 or 897 
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The date when downloaded to the client 840 or 897 may be the date when the e- 
mall synchronization system 860 or 898 downloads the client e-mails 875 or 896 for 
synchronization with the global server 835. 

The global' server 835 includes a synchronization agent 885 for cooperating 
with the e-maii synchronizatibri system 860 or the e-man synchronization system 
898 to synchronize electroriic mail therebetw^eVi. Based on its configuration, the e- 
mail synchronization system 860 or 898 trahslites and sends to the synchronization 
agent 885 either a copy or the bngihafO-e.. not Itiain'taining a copy) of a downloaded 
e-mail 865 or 899 or a client e-mail 875 or-896. the global server 835 stores the 
copies or originals of the downloaded e-maife 865 br'899 in one or more folder 
stmctures as "downloaded e-maiis 832," and stores the' copies or originals of the 
client e-mails 875 or 896 in one or more folder structures as '^client e-mails 895." 
The global server 835 stores the e-mails in a global format; which may be the same 
as Format A or' Fo'rmat B or may include the combinfed'feiemtents of both formats. It 
■ will be appreciated' that the e-mail synchronization system 860 or 898 may send and 
the global server 835 may store the client e-mails '875 or-896 and the downloaded e- 
mails 865 or 897 together witholit distinction'. Further, the' client e-mails 875 or 896 
and the downloaded e-mails 865 of "con-fespbriiiing-specrfi'c folders together without 
distinction. Stilffurther, the global server 835 nnrayW configured to store the e-mails 
of client 840 and client 897 together without distinction. 'The=-global server 835 
further includeis a web engine interfafce 890" enabling iHTTP-based web engine 
access to the contents therein including access to the client e-mails 895, the 
downloaded ^-mails 832' arid the folder' structures iri which they are stored. 
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described in greater detail above with reference to FIG. 4 and below with 
reference to FIG. 10. the e-mail synchronization system 860 preferably initiates and 
controls data synchronization. Other components and functions of the global sen/er 
835 are giso described therein. 

The remote terminal 1505 includes a web engine 833 for reading internet files 
including e-mails. The remote terminal 102 may include a smart telephone, a 
Personal Data Assistant (PDA) such as the PalmPilot system by the U.S. Robotics, 
Inc.. a laptop computer, etc. Thus, so long as a user of the remote terminal 1505 
can be identified and can access the global server 835, the user can access the e- 
mails 895 and 897. Further, so long as the client e-mails 895 and 832 are 
synchronized with the e-mails 865, 875, 896 and 899, the user can access all e- 
mails -Which are addressed to the client 840 and to the client 897. 

FIG. 9 is a block diagram illustrating details of client 900. which exemplifies 
Client B40 or client 897. Client 900 includes a Central Processing Unit (CPU) 905 
such as an Intel Pentium® microprocessor or a Motorola Povyer PC® microprocessor. 
An input device 910 ^uch .as a keyboard and mouse and an output device 915 such 
as a Cathode Ray Tube (CRJ). display are coupled via a signal bus 920 to CPU 905. 
A communications interface 925 (such as an Ethernet port), a data storage device 
930 (such as a magnetic disk), and^Randpm-Access Memory (RAM) 935 are further 
coupled via signal bus 920 to the CPU 905. The communications interface 925 is 
coupled to the signal bus 855 (FIG. 8).^ 

- An operating system 950 includes a program for controlling processing by the 
pPU.905, and is typically stored in the data storage device 930 and loaded into the 
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RAM 935 (as illustrated) for execution. RAM 935 stores an e-mail synchronization 
system 953 (which exemplifies' the e-mail synchronization system 860 or the e-mail 
synchronization system 898) having* means for downloading client e-mails 875 or 
896, means for reading downloaded e-mails 943 (wh1<5h exemplifies downloaded e- 
mails 865 or 899). means for' synchronizing e-mails 865, 875, 896 or 899 (which 
have been downloaded) with the global sen/er 835 and means for synchronizing the 
e-mail of specific folder structures!' For example, the e-mail synchronization system 
953 includes a web engine 955 for communicating with wieb servers. The web 
engine 955 inciudes ah e-mail' module 960 for reading and writing electronic mail. 
The e-mail synchronization system 953 further includes an e-mail engine 965 for 
communicating with the mail sen/er 850 or 894 to' download, read and write e-mails. 
The e-mail engine 965 communicates using^a conventional protocol such as POP3, 
VIM or MAPI. Downloaded e-mails 943 are stored in data storage device 930 
(PIG 9)" e-maii engine 965 also provides adce'ss to an address book 945 
containing e-mail address entries, \which is also stored in the 'data storage device 
930. 

The e-mail synchronization sys^tem 953 further included a base system 970 
for translating e-rnails from Fomnat A or Format B to the global fomiat, and for 
initiating and controlling e-mail syhdhronikation With the global sen/er 835. 
TranslatFon may include containing^ mail-server-fohmatted e-mail in HTTP packets. 
The base' system &70 is described in^gf eater detail with reference to FIG. 10 and in 
the cross-referenced patent application. 

It will be appreciated that means f<i)r retrieving e-mails may be interpreted to 
include either the operating system 950 when retrieving -^downloaded e-mails 865 or 

-27- 



BNSOOCIO: <WO 990SS2CiA1 J_> 



# 

wo 99/05620 PCTAJS98/14742 

899, the e-mail engine 965 when retrieving client e-mails 875 or 896, the e-mail 
module 960 of the web engine 955 when retrieving e-mails from a site in the 
computer network 820, or combinations thereof. 

FIG. 10 is a block diagram illustrating details of the base system 970. Base 
system 970 includes a communications module 1005, a u^er interface module 1010, 
locator modules 1015, a synchronization-start ("synch-start") module 1020 and an e- 
mail synchronization module 1030. For simplicity, each module is illustrated as 
communicating with one another via a signal bus 1030. 

The communications module 1005 includes routines for compressing data 
and routines for establishing a communications link via the communications interface 
925 (FIG. 9) with the synchronization agent 885 (FIG. 8). The communications 
•module 1005 may further include routines for applying Secure Socket Layer (SSL) 
technology and user identification and authentication techniques (i.e.. digital 
certificates) Jo establish a secure communication channel through the global firewall 
88p.. Because synchronization is initiated from within the firewall and uses 
commonly enabled protocols such as HyperText Transfer Protocol (HTTP), the 
typical firew_all which prevents in-bound communications in general and some 
oytbQund protocols does not act as an impediment to e-mail synchronization. 
.Examples of communications modules 1005 may include TCP/IP stacks or the 
AppleTalk® protocol. 

The user iriterface module 10,10 includes routines for communicating with a 
user, and may include a conventipnal Graphical User Interface (GUI). The user 
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interface module 1010 cooperates with the other system components as described 
herein. 

The locator modules 1015 include routines for idenfifying the memory 
locations of e-mails in the FIG. 8 LAN 810 (e.g.. e-mails 875 in the mail server 850 
and e-mails 865 in the client 840), the memory locations of e-mails 896 in the ISP 
mail server 894, the memory locations of e-mails 899 in the' client 897, the memory 
locations of e-mails in the globalsefve^r 835 (e^g., client e-mails 895 and downloaded 
e-mails 832) and the memory locations of the folder structures in which the e-mails 
are stored. E-mail memory location identification may be implemented using 
intelligent software, i.e.. preset memory addresses or the system's registry, or using 
dialogue boxes to query a user. It will be'ap'preciated thatthe locator modules 1015 
may perfomn e-mail location identification upon system bodt-up or after each 
communication with the global server 835 td iriainfaln Updated memory addresses. 

The synchronization-starl module 1020 iricliides routfnes for detemnining 
when to initiate e-mail synchronization. For example, 1he synchronization-start 
module 1020 may initiate e-mail synchrohizafidri uponTjser* request, at a particular 
time of day, after a predetemnined time period pas^es^ after receiving a 
^predetermined number of e-mails,' after a user action such as user log-off or upon 
like criteria, the'synchronizatibn-start ririodule 1020 initiate's e-mail synchronization 
by instructing theVmail synchronization module 1025 (described below) to begin 
execution of its routines. It will be appreciated that communication with the 
synchronization agent 885 preferably initiates Yronrl within the LAN 810, because a 
security system such as the typical firewall 870 prevents In-bound communications 
and allows out-bound communications. The synch-start module 1020 may instruct 
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the communications module 1005 to establish the communications link with the 
synchronization agent 885 of the global server 835. 

jhe e-mail synchronization module 1025 includes routines for instructing the 
e-mail engine 965 (FIG. 9) to retrieve the client e-mails 875 or 896 from the mail 
server 850 or 894 or from specific folders on the mail server 850 or 894. The e-mail 
synchronization module 1025 also includes routines for storing the retrieved e-mails 
in one or more -folder structures as downloaded e-mails 865 or 899. The e-mail 
: engine 965 may include means for.identifying a transmission protocol also known by 
the mail server 850 or 894. For example, the e-mail engine 965 may request 
. configuration information from the mail server 850 or 894 indicating the protocol, 
e.g., P0P3, being used thereby. Accordingly, the e-mail engine 965 implements the 
identified protocol when downloading the e-mails. 

,The e-mail synchronization module 1025 further includes routines for 
cpmparing the receipt date of each downloaded e-mail 865 or 899 against a last 
- . synchronization signature 1035 (such as a last synchronization date and time) to 
determine.which e-mails have not been sent to the global server 835. It will be 
appreciated that, in an embodirnent which deletes client e-mails 875 or 896 after 
being downloaded from the rpail server 850 or 894, the e-mail synchronization 
. -module 1025 need not perfomn a comparison test on the client e-mails 875 or 896 
. downloaded during synchronization. These client e-mails 875 or 896 in this 
embodiment have inherently not been sent . 

The e-nriail synchronization module 1025 still further includes routines for 
performing an appropriate synchronizing responsive action. Appropriate 
synchronizing responsive actions may include instructing the communications 
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module 1005 to establish a communications link with the synchronization agent 885 
of the global sen/er 835. sending copies of each e-maii to the global server 835, 
redirecting (i.e.. sending' without maintaining a copy) only the client e-mails 875 or 
896 to the global server 835, or redirecting the downloaded e-rhails 865 or 899 and 
the client e-mails 875 or 896 to the global server 835. To send a copy or an original 
of an e-mail, the' e-mail synchronization hnodule 1025 includes a translator 1040 for 
translating the e-mail from T^ormat'A or Format B to the global format. The e-mail 
synchronization niodule 1025 then Iristructs the e-mail module 960 of the web 
engine 955"to send'the translated e-mails to the global server 835. 

E-mail synchronizatiian may ihcludi synchronization of other information 
corresponding to electronic mail. Vor exanhpte. the e-mail synchronization module 
1025 may include routines for examining and synchronizing the address book 945 
with an address book "lY30 (F(G. 1 1) on the global server 835. Examination and 
Wnchronization of address book entries arfe performed'as described below with 
' reference to FIGs. ^^T Generally, the e-irfeil synchronizafon module 1025 may 
6xami'ne"version information indicSting XM Sate and time oflast modification of the 
address book 945 on the client BOD aTidX/ersidrvinformation indicating the date and 
time of last sync'hronization^of theVddr6ss blDt)k' i iSOl^FlG. 1 1) on the global server 
835 " Based'on the examVhation. th^ e-mail^sVnchronizatibn" module 1025 performs 
an appropriafe responsive syndhfdn'^^^^ action siicH^as sending the updated e-mail 
address entries to'tfie other store. Th% e-rfiail synchronizatPon module 1025 may 
include a general syncfironization modufe 425'"(FIG. 4) and a content-based 
synchronization module 430 (FIG. 4). 
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FIG. 1 1 js a block diagram illustrating details of the global server 835. which 
includes a CPU 1 105, a communications interface 1 1 10. a data storage device 1 120 
and RAM 1125. each coupled to a signal bus 1115. The communications interface 
1110 is coupled via the global firewall 880 (FIG. 8) to the communications channel 
825. 

An operating system 1 135 includes a program for controlling processing by 
the CPU 1 105. and is typically stored in the data storage device 1 120 and loaded 
into the RAM 1 125 (as illustrated) for execution. A web engine interface 890 is a 
. program for communicating with web engine 833 or web engine 955 and to provide 
access to predetermined contents which may include client e-mails 895, downloaded 
e-mails. 832. and address book 1130. The web engine interface 890 includes an e- 
. mail mo.dule interface 1140 for communicating with e-mail module 960 or e-mail 
module 1355 (FIG. 13) and to provide e-mail reading and writing functions. 

Th^ synchronization agent 885 as best shown in FIG. 12 is also stored in the 
dlata storage device 1 120 and loaded into the RAM 1 125 for execution. The 
synchronization agent 885 communicates with the e-mail synchronization module 
1025 to synchronize e-mails, the e-mail of specific folder structures and possibly to 
synchronise the address book 945. The synchronization agent 885 is described in 
. greater detail below with reference to FIG. 12 and in the cross-referenced patent 
application. - , 

FIG. 12 is a block diagram illustrating details of the synchronization agent 
885. which includes a communications module 1205 (similar to the communications 
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module 1005 described above with reference to FIG. 10) and an e-mail 
synchronization module 1210 (similar to the e-mail synchronization module 1025 
also described above with reference to FIG. 10). 

The communications module 1 205 includes routines for compressing data, 
and routines for communicating via the computer network 820 (FIG. 8) with the 
communications module 1005 (FIG. 10). The communications module 1205 may 
further include routines for establishing a secure communications channel through 
the global firewall 880 and through the 'LAN firewall 870 with the communications 
module 1005. 

Similar to the e-mail synchronization module 1025 (FIG. 10). the e-mail 
synchronization module 1210 includes routines fbr exarfiining information to 

determine whether any have been added oT modified and not synchronized with the 
client 840 (FIG. 8). Accordingly, the e-mail syrichrbhizatiori-module 1210 may 
determine whether any addresses in the address" bddk 1130 (FIG, 11) are to be 
copied and sent to a client 900. Further, if the system' 1500 synchronizes e-mails at 
each of the client sites, then the e-mail syncfiro'nizatiori ^module 1210 also 
determines whether any of the e-maiik 895 or 832"ttave been added or modified and 
not synchronized with a client 900. 

' It will be appreciated that the e-maii synchrOhizatioh module 1210 may 
maintain its own last synchronization signature 1035 copy (not shown) or may 
request the last synchronization signature 1035 frdm the base system 970. The e- 
mail synchronization module 1210 further includes routines for sending the 
infonnation determined to be modified or fust the changes to the e-mail 
synchronization module 1025. 
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FIG. 13 is a block diagram illustrating details of the remote terminal 1505. 
The remote terminal 1505 includes a Central Processing Unit (CPU) 1305 such as 
an Intel Pentium® microprocessor or a Motorola Power PC® microprocessor. An 
input device 1310 such as a keyboard and mouse and an output device 1315 such 
as a Cathode Ray Tube (CRT) display are coupled via a signal bus 1320 to CPU 
1305. A communications interface 1325 (such as an Ethernet port), a data storage 
device 1330 (such as a magnetic disk), and Random-Access Memory (RAM) 1335 
are further coupled via signal bus 1320 to the CPU 1305. The communications 
interface 1325 is coupled to the signal bus 835 (FIG. 8). 

An operating system 1350 includes a program for controlling processing by 
the CPU 1305, and is typically stored in the data storage device 1330 and loaded 
into the.RAM 1 335 (as illustrated) for execution. The w/eb engine 833 is also 
typically stored in the data storage device 1330 and loaded into the RAM 1335 (as 
illustrated) for execution. The web engine 833 includes an e-mail module 1355 for 
reading and writing electronic mail. After the remote terminal 1505 connects with the 
global ,server 835, the e-mail module 1355 communicates with the e-mail module 
interface 1 140 to select and to download client e-mails 895 or downloaded e-mails 
832. The e-mail module 1355 stores the e-mails downloaded from the global server 
835 to the data storage device 1330 as "downloaded e-mails 1340." Alternatively, 
the e-mail module 1355 may store the e-mails 1340 only in RAM 1335 so that at the 
end of the session copies of the e-mails 1340 do not remain at the remote temninal 
1505. The e-mail module 1355 enables the user to read, reply, forward, redirect, 
etc. the e-mails 1340. Similarly, the web engine 833 may enable access to the 
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address book 945 so that the user can access his or her e-mail address entries 
Otherwise stored only in the LAN 810. 

FIG. 14 is a flowchart illustrating a method 1400 for synchronizing e-mails in a 
computer network 1500. Method 1400 begins with the mail sen/er 850 or 894 in 
step 1405 receiving e-mails addressed to a client 840 or 897. The mail server 850 
or 894 in step 1410 stores the received e-mails in one or more folder structures as 
client e-mails 875 or in one or more folder structures as client e-mails 896 (FIG. 8). 
The e-mail engine 965 in step 1415 enables a user to select client e-mails 875 or 
894 to download from the mail server 850 or 896. If e-mails are selected, then the e- 
mail engine 965 in step 1420 downloads the selected client e-mails 875 or 894 and 
stores them in one or more folder structures as downloaded e-mails 865 or in one or 
more folder structures as downloaded e-mails 899 (FIG. 8); Ifin step 1415 e-mails 
are not selected, then method 1400 jumps to step 1426. 

In step 1425, the synchronization-start module 1020 determines whether 
predetennined start criteria have been met indicating that it fs time for e-mail 
synchronization. As stated above with reference to FIG! 4,'tfie predetermined start 
criteria may be satisfied after a particular tirrie period has passed, after receiving a 
particular number of e-mails, at a particular time ofday, after a predetermined event, 
etc. If it is not time to synchronize, then" the synchronization-start module 1020 in 
step 1430 waits. Othenwise, if it is time to synchronize, the e-mail synchronization 
module 1025 in step 1435 instaicts the'e-maifengirie 965 to download client e-mails 
875 or 896 or client e-mails 875 or 896 of specific folder structures. 
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The e-mail synchronization module 1025 in step 1440 detemnines whether 
any of the downloaded e-mails 865 or 899 (which include the client e-mails 875 or 
.896 recently downloaded) have not been sent to the global server 835. This 
comparison may be performed by examining the date and time the e-mail was 
received against a last synchronization signature 1035 which indicates the date and 
-time of last synchronization. For example, if an e-mail was received after the date 
and_,time of last-synchronization, the e-maii has not been sent. It will be appreciated 
that, in an embodiment which delete$ client e-mails 875 and 896 from the mail 
server 850 or 894 after downloading them to the client 840 or 897, the e-mail engine 
965 can automatically conclude that these e-mails have not been sent to the global 
server 835. . . ^ 

: If all e-mails (intended for synchronization) have been sent to the global 
- server 835; then method 1400 ends. Otherwise, if at least one e-mail has not been 
.sent, then the e-m^ail synchronization module 1025 in step 1445 uses the translator 
*.1040 tp translate unsent e-mails 865 or 8.99 from. Format A or Format B to the global 
format. The e-mail synchronization modgle 1025 in step 1450 instnjcts the web 
engine 955 to send the translated e-mail to the global server 835 for the web engine 
interface 890 to store. Method 1400 then ends. 

FIG. 15 is a flowchart illustrating a method 1500 for accessing e-mails from 
the global server 835. Method 1500 begins with the e-mail synchronization module 
1210 in step 1505 receiving e-mails from the client 840 or 897. The e-mail 
synchronization module 1210 in step 1510 stores the e-mails in the data storage 
device 1 120 in one or more folder structures as client e-mails 895 and downloaded 
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e-mails 832. The e-mail engine interface 890 in step 1515 uses HTML to enable e- 
mail module access to selected contents of the global server 835. Access to the 
selected contents is described in greater detail below with reference to the FIGs. 1- 

The foregoing descn'i)tiori 6f the preferred'embddiments of the invention is by 
way of example only, and diher'v^riationS offtfe above-described embodiments and 
methods are provfded by 'the present invehtton.' f of example, although the global 
server 106'is ilfustrated as a'slngle device; theiglobal Server t06 may include 
several compufers'WeWori^fed-togetRer. " domponeri^^ invention may be 
implemented using a programmed general-purpose digital computer, using 
application specific integrated circuits, or usfng a rtetwork of interconnected 
conJentiondl tomf)onehts and-circuits. The' enribodim^fs described herein have 
been presented fbf purpJse^of illustration and-Tare not intended to be exhaustive or 
limiting. Many variations and modifications are^pbssibla in-light of the foregoing 
teaching, the system is limited only by the following claims. - 



-37- 



9905620AtJ > 



wo 99/05620 



• 



PCT/US98/14742 



WHAT IS GUMMED IS : 

1 . A system comprising: 

retrieving means for retrieving an e-mail from a first mail store; 

determining means, coupled to the retrieving means, for using a 
predetermined criterion to determine whether to send the e-mail to a second mail 
store; 

establishing means, coupled to the determining means, for establishing a 
communications channel with the second mail store; and 

sending means, coupled to the establishing means, for sending the e-mail to 
the second mail store. 

2. The system of claim 1 wherein the first mail store implements a first protocol. 

3. The system of claim 2 wherein the first mail store is located on a mail sen/er. 

4. The system of claim 1 wherein the first mail store stores the e-mails in a folder 
structure, and further comprising means for selecting the folder structure for 
synchronization of all e-mails therein 

5 The system of claim 3 wherein the retrieving means includes an e-mail engine 
for cgmmunicating with the mail server. 

6. Jhe system of claim 5 wherein the e-mail engine implements the first protocol 
used by the mail server. 
.7. The system of claim 6 wherein the e-mail engine identifies the first protocol 
used by the mail server. 

8. The system of claim 1 wherein the predetermined criterion includes a 
determination of whether the e-mail has already been sent to the second mail store. 
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9. The system of claim 8 wherein the detemiinatidn is resolved by examining a 
receipt date corresponding to the e-mail and a last synchronization signature 
indicating the last date of synchronization. 

10. The system of claim 1 wherein the establishing means includes a 
communications module. 

1 1 . The system of claim 10 wherein the second mail store is protected by a 
firewall and the communications module includes security means for communicating 
through the firewall. 

12. The system of claim 1 wherein the sending means includes a web engine. 

13. The system of claim 1 further comprising a synchronization-start module for 
using a start criterion to determine when to initiate synchronization. 

14. A system comprising: 

an e-mail engine for retrieving an e-mail ffonn a first mail store; 

an e-mail synchronization module, coupled to the e-mail engine, for using a 
predetermined criterion to detennine whether fo send the e-nrail to a second mail 
Store; 

a communications module coupled to the e-mail synchYonization module for 
establishing a communications' channefwitKlhe second nrlaiii store; and 

a web engine, coupled to the communications module, for sending the e-mail 
to the second mail store. 

15. The system of claim 14 wherein the first maii store implements a first 
protocol. 16. The system of claim 14 wherein the first mail store is located on a maii 
server. 
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17. The system of claim 16 wherein the first mail store stores the e-mails in a 
folder structure, and further comprising means for selecting the folder stmcture for 
synchronization of all e-mails therein. 

18. .The system of clainn 16 wherein the e-mail engine implements the first 
protocol used by the mail server to communicate with the mail server. 

1 9. The system of claim 1 8 wherein the e-mail engine identifies the first protocol. 

20. The system of claim ,14 wherein the predetermined criterion includes a 
determination of whether the e-mail has already been sent to the second mail store. 

21 . The system of claim 20 wherein the determination is resolved by examining a 
receipt date corresponding to the e-mail and a last synchronization signature 
indicating the last date of synchronization. 

22. The system of claim 14 wherein the second mail store is protected by a 
firewall and the .communications module includes security means for communicating 
through the firewall. - ^ r- 

23. The system of claim 14 further comprising a synchroriization-start module for 
. using.a start criterion .to .determine when to initiate synchronization. 

24. A computer-readable storage medium storing program code for causing a 
computer to. perform the steps of: , 

retrieving an^e-rmail from a first mail store; using a predetermined criterion to 
mine whether to send, the rejtrieyed e-mail to a second nrjail store; 

establishing a communications; channel with the second mail store; and 
sending the retrieved e-mail to the second mail store. 

25. A method comprising: 

AO- 
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retrieving an e-mail from a first mall store; 

using a predetermined criterion to detennine whether to send the retrieved e- 
mail to a second mail store; " " . 

establishing a communications channel with thre second mail store; and 
sending the retrieved e-mail to the second mall store. ' 

26. The method ofclaim 25 ^Herein the first mail store implements a first protocol. 

27. the metriod of claim 26 wherein'the first m^il store is located on a mail server. 

28. The method of clainri 27 wherein the first mail store stores the e-mails in a 

' folder structure, and further1:orTipris!rig means for selecting the folder structure for 
synchronization of all e-mails therein. 

29. The method of claim 28 wherein the step of retrievirig includes using the first 

• ' • r. ■ > f e 

protocol. 

30. the method of claim 29 wherein the step 'of retrieving'iricludes the step of 
identifying the first protocol. ' * - " ' 

' 31.'' The method of claim 25 wherein 'the step df Using a predetermined criterion 
includes determining whether the e-mail h'aValready been ier\\ to the second mail 
store. 

32. The method of claim 31 wtterein the Step of detemiinihg includes examining a 
receipt date corresponding to the*e-mkiran'cl a last* synchronization signature which 
indicates' tfe last tia^e of syriehronization^ ~ * 

33. Themethbd of claim 28, ' " ' 

' ' wherein the second mail Store isprotected by 3 firewall; and 
further comprising the step of comflriunicatih^ through the firewall. 

^1- 
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34. The system of claim 25 wherein the second mail store is remotely located and 
the step of sending includes communicating the e-mail through a computer network. 

35. The system' of claim 25 further comprising a synchronization-start module for 
using a stgrt criterion to determine when to initiate synchronization. 

36. A systenri for autonriatica|ly downloading e-mails for a particular client from a 
mail serverwhich-implements a particular protocol, comprising: 

means for identifying the particular protocol used by the mail sen/er; 

m_eans. coupled to the means for identifying, for using the particular protocol 
to download e-ma'!! fiP'^n the mail server; 

means, coupled to the means for using, for downloading e-mails addressed to 
the particular client. 

37. The system of claim 36 wherein the means for identifying includes means for 
receiving cpnfiiguration information from the mail server. 
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